Digital rights management in a 3G mobile piione and beyond 



Page 1 of 5 



a PORTAL 



USPTO 



Subscribe (Full Service) Register (Limited Service, Free) Lo gin 
Search: ® The ACM Digital Library O The Guide 

' i ~ 



7>. © ©ll vaiU |L,| 



Feedback Report a problem Satisfaction survey 



Digital rights management in a 3G mobile phone and beyond 

Full text ^Pdf(307 KB) 

Source ACM Workshop On Digital Rights Management archive 

Proceedings of the 3rd ACM workshop on Digital rights management table of contents 
Washington, DC, USA 

SESSION: DRM experience table of contents 

Pages: 27 - 38 

Year of Publication: 2003 

ISBN:1-58113-786'9 

Authors ThonnaS S. Messerges Motorola Labs, Schaumburg, IL 
Ezzat A. Dabbish Motorola Labs. Schaumburg, IL 

Sponsors ACM : Association for Computing Machinery 

SIGSAC : ACM Special Interest Group on Security, Audit, and Control 
Publisher ACM Press New York, ny, usa 

Additional Information: abstract references cited by index terms collaborative colleagues peer to peer 
Tools and Actions: Find similar Articles Revievtf this Article 

Save this Article to a Binder Display Formats: BibTex EndNote ACM Ref 



DOI Bookmark: 



Use this link to bookmark this Article: http://doi.acm. org/1 0.11 45/947380.947385 
What is a DOI? 



^ ABSTRACT 

In this paper we examine how copyright protection of digital items can be securely managed in a 3G 
mobile phone and other devices. First, the basic concepts, strategies, and requirements for digital 
rights management are reviewed. Next, a framework for protecting digital content in the embedded 
environment of a mobile phone is proposed and the elements in this system are defined. The means 
to enforce security In this system are described and a novel "Family Domain" approach to content 
management is introduced. Our new approach uses l<ey sharing to help alleviate bad user experiences 
that are associated with some rights management systems. Examples outlining the enrollment of 
devices and the acquisition, rendering, and superdistribution of content are shown. Our proposed 
system is not only applicable to a mobile phone system, but may also be extended to other embedded 
systems, such as personal digital assistants, set-top boxes, or personal computers. 
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The nnost significant strategic development in information technology over the past year 
has been 'trusted computing'. This is popularly associated with Microsoft's 'Palladium' 
project, recently renamed 'NGSCB'. In this paper, I give an outline of the technical 
aspects of 'trusted computing' and sketch some of the public policy consequences. 
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Information about individuals is currently maintained in many thousands of databases, 
with much of that information, such as name and address, replicated across multiple 
databases. However, this proliferation of personal information raises issues of privacy for 
the individual, as well as maintenance issues in terms of the accuracy of the information. 
Ideally, each individual would own, maintain and control his personal information, 
allowing access to those who needed at the time it was needed. O ... 
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terms 

We describe the architecture for a single-chip aegis processor which can be used to build 
computing systenns secure against both physical and software attacks. Our architecture 
assumes that all components external to the processor, such as memory, are untrusted. 
We show two different implementations. In the first case, the core functionality of the 
operating system is trusted and implemented in a security kernel. We also describe a 
variant implementation assuming an untrusted operating s ... 
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